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Abstract: One of the technologies that are now expanding rapidly is called the Internet of Things (IoT). It is a
technology that enables billions of smart devices or things, collectively referred to as “Things,” to collect a variety of
data about themselves and the environment in which they are located using a variety of sensors. They can then share
data with parties who have been permitted to do so for a variety of objectives, such as the management and monitoring
of industrial services or the expansion of company services or operations. However, there are presently more security
risks associated with the Internet of Things than ever. The field of machine learning (ML) has recently experienced
significant advancement in technology, which has resulted in the opening of various new lines of inquiry that may be
used to address existing and upcoming issues related to the Internet of Things. Nevertheless, machine learning is a
robust technology that can recognize suspicious dangers and activities in smart devices and grids. This paper presents
an extensive literature review on Machine Learning methods and the significance of IoT security in the context of
various types of potential attacks as well as the comparison of several different ML algorithms regarding the detection
of attacks and anomalies. Additionally, many machines learning-based Internet of Things protection systems have

been presented.
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1. INTRODUCTION

The Internet of things (IoT) is a network of
intelligent devices that share data online. In a new
context, smart objects gather information and initiate
events [1]. Smart cities, houses, transit, agriculture,
hospital, supply chain, seismic detection, and smart
grid are loT applications as shown in Figure 1. The
Networking, Cloud, and Cybersecurity Solutions
(CISCO) predicts 31.3 billion IoT devices by
2025. IoT device growth is rapid and global. IoT
devices create massive data. Physical, network, and
application architectures make up classical loT [2].
The gadgets are environmentally conscious and may
be wired or wirelessly linked. As in a smart home,
the refrigerator may automatically make an order at
the registered merchant when the fruit bowl empties
and notify home users. Sensors and computers can
monitor smart hospital patients in an emergency.
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Little-end sensors have various features and low
computing power. [oT implementation is complex.
IoT problems are standardization, interoperability,
data storage, processing, trust management,
identification, confidentiality, integrity, availability,
security, and privacy [3].

IoT devices employ web-enabled sensors
and hardware to send, gather, and act on data.
Connecting IoT or edge devices to a gateway collects
data for cloud analysis. Smart gadgets sometimes
communicate with other devices and work on the
information delivered between them [4]. Intelligent
devices communicate by transferring data packets
over a network, saving time and money. [oT gadgets
make the network insecure. Unsecured devices
abuse the network. Since IoT devices are tightly
linked, an attacker can exploit a single weakness
to modify all data and damage humans [5]. Several
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preventative strategies are explored to avert cyber
risks, and a fog security gateway is created. The
fog layer’s primary purpose is to increase safety
and efficiency and minimize cloud data processing,
analysis, and archiving [6].

Fog computing explores data’s outer edges—
the fog layer stores construction data in a customer’s
cloud or data center. The fog layer improves
efficiency and reduces redundancy in cloud data
transit, maximizing cloud computing security. Data
won'’t be transferred straight to the cloud layer since
it establishes a high-latency network connection
between devices and the analytics endpoint and
has more bandwidth than the fog layer. In other
cases, there’s no bandwidth to transport data since
it’s processed locally [7]. An IDS analyzes data
flow to detect and safeguard system information.
IDS activities include monitoring, analysis, and
detection. The monitoring phase depends on the
host-based or network-based sensor, the analysis
phase on model identification or feature extraction,
and the detection phase on detecting abnormalities
or abusive intrusions [8]. 1oT is a new technology
that has many uses. Many applications struggle
with security and privacy. loT security and privacy
have been studied. New technologies can handle
10T security, though [9]. This article identified three
prominent security technologies: ML, Blockchain,
and Al

2. LITERATURE REVIEW

This section contains relevant works on anomaly
detection using machine learning methods in the
IoT network. Using distributed deep learning fog
for ML algorithm-based computing in IoT, an NSL-
KDD dataset is utilized to compare the model to
the surface algorithm. The outcome may be better.
As a signature-based IDS [10]. ADFA-LD dataset
used with Raspberry pi for a perceptron-based fog
IDS. When improving calculating accuracy and
efficiency. Traditional intrusion detection systems
consist of a host and network-based or hybrid
IDS, which may detect cyber-attacks differently.
Standard IDS are designed to identify intrusion
activity on single or complete network traffic. First,
host-based IDS installs antivirus software and
identifies suspicious network traffic by scanning
and analyzing system calls, application logs, file
systems, etc. Some loT devices have restricted
capability and resources [11]. Therefore, this
solution fails.

The second kind, network-based IDS, analyzes
all network traffic and identifies known and
unknown threats (HIDS) using an anomaly-based
and signature-based hybrid approach. Signature-
based technique uses more resources and doesn’t
identify attacks, only database records [12].
Anomaly-based NIDS is better at monitoring
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network traffic and identifying threats. Anomaly
detection promises to identify NIDS attacks.

Random Forest (RF) is utilized to detect
malicious activity using the UNSW-NB15 dataset
and the AD-IoT detection approach, which uses
binary classification to characterize packet behavior
as usual or dangerous. Only package behavior
limits it—unknown packet attack. AD-IoT hasn’t
been utilized to designate an attack. Hence this will
be the inquiry [13]. Most of the advanced research
work done in current days should provide excellent
direction for future researchers [14-22].

3. CURRENT RESEARCH GAPS IN IOT
SECURITY

Understanding the underlying privacy and security
problems is critical to properly implementing
the IoT. In the past, the IoT was built on top of
existing technology [23]. As a result, it’s critical to
determine if the [oT’s security concerns are novel or
a revolution in the security challenges experienced
by previous technologies. Several characteristics,
such as incorporating apps, networks, hardware,
and software, are comparable to the last security
issues [24]. The fundamental problem with the IoT
is resource limits, which make it challenging to
employ present advanced [oT security solutions. In
addition, [oT privacy and security issues necessitate

Application

Layer

optimal algorithms and layered architecture.
IoT systems, for example, require more robust
cryptographic optimization and new algorithms
to handle privacy and security owing to IT limits.
On the other hand, various IT gadgets bring new
problems to existing security methods [25]. ML
approaches may be used to increase the security of
text data by automated organizing in this situation.
These methods will be addressed in more detail
later in the paper.

4. 10T LAYERS

The Internet of Things architecture functions
as a portal to a variety of different hardware
applications [26]. This allows for the establishment
of a connection as well as the extension of IoT
services to each gateway. When transmitting and
receiving information or data from different levels
of Internet of Things architecture [27], several
network protocols are used. Some examples of
these protocols are Bluetooth, Wi-Fi, RFID, narrow
and wide band, ZigBee, and LPWAN. A typical
Internet of Things architecture consists mostly of
three layers: the physical layer, the network layer,
and the application layer as shown in Figure 2 [28].

* The Physical Layer: This layer is characterized
by sensing and knowledge gathering and
collection about the world in which intelligent
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Fig. 3. Users of [oT devices Estimated by the year 2025.

things are available [29].

* The Network Layer: The layer feature allows
data to be delivered and processed utilizing
various devices’ internet connections [30].

* The Application Layer: Its primary purpose is
to give a specific application-based service to
the user [30].

4.1 Security in the IoT

21%-century IoT device security is a prominent
subject. IoT connects the universe. It opens several
doors for attacks [31]. IoT apps running on an open
network make gadgets easier to use. The Internet
of Things endangers human life by exposing it to
various hazards and threats. Still, it also makes
compliance more straightforward. [32] Internet of
Things devices may be accessed from any location
without user authentication. Several security
measures will need to be developed to ensure the
safety of IoT devices. Because of their physical
construction, Internet of Things devices has limited
computing capabilities, which makes it impossible
to devise an all-encompassing security protocol. A
reliable IoT must have security qualities. Standard
IoT security criteria include confidentiality,
integrity, and authentication [33]. An estimated
percentage of IoT device users by 2025 is presented
in Figure 3.

* Confidentiality involves prudence through
concealing information. Sensitive sensors need

concealment, such as with military data. WSN
is a highly-requested feature. If WSN reports
could be altered, the enemy may be misled.
Social and industrial uses need secrecy [34].

* TopreserveloT data integrity, the recipient must
confirm no messages were modified during
transmission or delivery. The data integrity
check ensures that the information provided
has not been modified. This is very important
because even if intruders cannot get the data,
the network may still fail to function correctly
if any of the nodes have been infiltrated
and altered the data. Data may be modified
automatically without human involvement
if the connection is unstable. Integrity check
detects unintentional and purposeful message
modifications [35].

* The authentication procedure verifies a
message’s origin. Sensor nodes assess the peer
node’s identification and validity. Authenticity
ensures a simple message. The Message
Authentication Code (MAC) offers message
integrity and authenticity [36].

5. 10T ATTACKS

In recent years, the IoT has been attacked, raising
awareness among businesses and consumers.
Describes IoT attacks, impacts, and surfaces. Cyber
and physical attacks against IoT [37]. Figure 4
shows [oT security threats, including different types
of attacks, effects of the attack, anomaly detection,
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Fig. 5. Types of attacks and their effects

and anomaly types. Many different Internet of
Things devices is the target of cyberattacks, which
involve hacking into wireless networks and stealing,
deleting, altering, or destroying user data.

Physical attacks destroy loT devices. The
gadget may be attacked without a network. Mobile
devices, cameras, sensors, routers, etc., can also be
attacked [38]. The following subsections focus on
cyber-attacks based on their severity on active and
passive [oT devices as shown in Figure 5.

5.1 Active IoT Attacks

An active assault is carried out by a network
attacker who, after gaining access to the interface

settings, then disconnects certain services from the
IoT devices they target. Interruptions, interventions,
and changes are all examples of active assaults that
may occur in several different ways. Attacks such as
denial of service, middle hand, Sybil and spoofing,
hole attacks, jamming, selective forwarding, and
data manipulation are shown in Figure 6 [39].

5.1.1 Denial of Service (DoS) Attacks

DoS attacks disable system services by sending
repeated requests, as seen in Figure 5. The user
cannot navigate or connect to the IoT device, which
prevents them from making informed decisions.
DoS attacks force Internet of Things devices to
remain active, which causes battery drain. Repeated
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attacks from various IP addresses create multiple
requests to overwhelm a server in a DDoS attack.
It’s tough to tell natural from hazardous traffic.
An IoT botnet malware has been responsible for
disruptive DDoS attacks in recent years [40].

5.1.2 Sybil and Spoofing Attacks

These exploits obtain unwanted access to IoT
systems using user identification (RFID and MAC
address). The TCP/IP lacks a comprehensive
security protocol, making IoT devices vulnerable
to phishing. These two attacks also launch man-in-
the-middle and DoS attacks [41].

5.1.3 Jamming Attacks

Continuous wireless network communication by
broadcasting undesired signals to [oT devices causes
user issues by keeping the network busy (Figure
6). This exploit affects [oT system performance by
requiring more memory, bandwidth, etc. [42].

5.1.4 Man in Middle Attacks

Network participants carry out man-in-the-middle
attacks directly connected to another user interface.
False information may easily disrupt conversations.
Bad data to hack original data [43].

5.1.5 Forwarding Attacks

Figure 5 illustrates how a broadcast attack node
may be dropped in the middle of a transmission,
resulting in a networking system hole. Malicious
inbound assaults include Trojans, rootkits, worms,
adware, and viruses that may cause financial harm,
power dissipation, and corrupt wireless network
output [44]. This attack is difficult to detect.

5.1.6 Holes Attacks
Black Hole and Gray Hole attacks are active attacks

since they influence network performance and
create crashes [45].
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5.1.7 Data Tampering Attacks

Data tampering threatens businesses, lives, and
property. Companies must avoid such attacks and
mitigate their harm [46].

5.2 Passive Attacks

Passive attacks capture user data without their
awareness. Listening and traffic monitoring are
prominent passive attack approaches [47].

* Eavesdropping: an attacker listens to two
parties” messages. Attack works without
encrypted traffic. The attacker can access
unencrypted information, such as a password
[48].

* Traffic analysis: the attacker analyses the
traffic’s metadata to learn about the traffic, such
as the entities involved (speed, duration, etc.).
Traffic analysis can lead to attacks if encrypted
data is utilized, allowing an attacker to access
decrypted information [49].

5.3 IoT Attacks Affect

[oT threats threaten network privacy, authentication,
and authorization. Figure 6 lists the attacks and
their consequences on loT devices. When creating
an loT security protocol, consider the following.

5.3.1 Accessibility

Provides IoT device services to authorized users.
DoS attacks and jamming make nonsensical
requests and keep the network busy, undermining
the IoT network. A solid security protocol is needed
to keep IoT accessible to user clients [50].

5.3.2 Privacy

Privacy is the only [oT element attacked actively
and passively. Today, secret papers, medical
information, and national security data are securely
encrypted and delivered over the Internet by various
IoT devices. Hackers can follow the [oT computer’s
position and decode third-party data [51].

5.3.3 Integrity

To safeguard IoT data integrity, the recipient must

verify that transferred or distributed messages
have not been changed. Data integrity ensures that
supplied data isn’t altered. Even if intruders can’t
steal data, the network won’t work if the susceptible
nodes corrupt the delivered data. Insecure
interaction channels can modify data without an
attacker. Integrity check detects unintentional and
purposeful message modifications [52].

5.3.4 Identification

Identification is essential for the authorization of
IoT networks. Customers are required to register
before they can connect to the Cloud Server. The
commercialization of [oT and its resilience are both
hindered by identification problems. Phishing and
Sybil attacks lower the network’s security level and
allow unauthorized access to servers. Therefore,
it’s essential to find an efficient IoT system
identification that offers excellent safety [53].

5.3.5 Authorization

Authorization is the user’s loT access. Authorized
clients can enter, track, and use IoT data. Admins’
directives are also performed. Preserving all user
data and offering them information-based access is
hard since users are sensors, devices, and services.
Identification is IoT user authorization. Clients
must register to use the cloud server. loT trade-
offs and resilience make detection challenging.
Sybil and phishing attacks impair network security,
and attackers get server access without proper
identification. A suitable loT system identification
technique is essential to safeguard system
restrictions [54]. User permission is accomplished
by identification in the IoT. To utilize the cloud
server, clients first need to register. The internet
of things’ resilience and trade-offs compound the
detection challenges. Attacks such as spoofing and
Sybil weaken the security of a network and make
it easier for attackers to access a server without
the necessary ID. When protecting system limits,
having an appropriate identification method for [oT
systems is vital [55].

5.4 10T Anomaly Detection
There are unconventional real-world datasets.

Identifying anomalies implies detecting unusual
phenomena compared to typical nodes. Intrusion
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Prevention Systems, Fraud Detection, and Data
Leakage generate abnormalities. Smart cities,
network security, and industries employ anomaly
detection [56].

5.4.1 Detection of Intrusion

IoT devices are connected to the Internet and are
nevertheless vulnerable to cyber-attacks. DoS and
DDOS attacks, for example, do severe harm to the
IoT network. Detecting and preventing these threats
is the most challenging difficulty in IoT systems
[57].

5.4.2 Detecting Fraud

During online logins or payments, [oT networks are
vulnerable to intercepting credit card information,
banking information, or other personal information
[57].

5.4.3 Data Leakage

The disclosure of confidential information from
databases, file servers, and other information
sources by external entities may lead to the loss
of data and jeopardize the confidentiality of the
information. Such losses may be prevented using
suitable encryption algorithms [56].

5.5 Anomalies Types

It can be identified as a contextual or communal
point in the form [57].

5.5.1 Anomalies in Points

Anomalies are used to identify points that are
considerably different from the rest of the data
points when the evolution of the sequence is
unexpected. Frequently used in the identification of
fraud [57].

5.5.2 Anomalies in Groups

Many IoT devices exhibit typical time series
patterns, such as recurring patterns or shapes.
However, a joint audit and review are necessary if
several delays occur in the supply chain [56].

5.5.3 Anomalies in Context

The kind of meaning of past information, such
as the day of the week, is used to detect it. The
circumstances practically cover the whole domain
[56].

6. 10T SECURITY BASED ON MACHINE
LEARNING

IoT systems must adopt a defensive posture while
identifying the primary parameters in security
protocols to adjust for dynamic and diverse
networks as intelligent attacks and MLs become
more common. This is a difficult endeavor since the
IoT device’s limited resources make it difficult to
precisely estimate the current network and attack
condition. Reinforcement learning supervised
learning, and unsupervised learning are three
machine learning approaches used to improve
network security in the IoT. Through malware
identification, downloaded anti-jamming, access
control, and authentication, these strategies serve to
increase security [58]. These methods are outlined
below in Figure 7.

6.1 Reinforcement Learning

Deep Q networks, post-decision states, Dyna-Q,
and Q-learning are examples of reinforcement
learning approaches. Through trial and error, these
strategies assist IoT devices in selecting security
protocols and important parameters for various
threats. Q-learning, for example, is utilized as a
model-free approach to improve malware detection,
downloaded anti-jamming, and authentication
performance. Dyna-applicability Qs in malware
detection and authentication can also be considered
by IoT devices. Finally, malware is detected using
the post-decision state [59].

6.2 Supervised Learning

Random Forest, Deep Neural Network (DNN),
Neural Network, K-Nearest Neighbor (KNN),
Naive Bayesian, and SVM (Support Vector
Machine) are examples of supervised learning
approaches [60]. To construct a classification or
regression model, these approaches may be used
to label application traces or network data from
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IoT devices. SVM may be used by IoT devices to
identify phishing attacks and network breaches,
for example. A K-NN program to identify malware
and network breaches may exist. Then, to identify
DoS attacks and network breaches, neural networks
are deployed. IoT systems may also employ naive
Bayes to identify intrusions, and malware may be
detected using the Random Forest Classifier [61].
Finally, DNNs may be used for phishing detection
in [oT devices with enough memory and processing
capability.

6.2.1 Role of Supervised Learning in IoT Security

Supervised learning approaches are led by a goal
that creates a mathematical framework for datasets.
This approach employs tagged data to train an
algorithm that describes input data best. Inputs and
outcomes are offered for learning. These datasets
assist machines in discovering outputs for inputs
[62]. Supervised learning performance may be
achieved when particular targets are specified.
For such understanding, it’s vital to identify
the machine’s desired outputs and actual inputs
[5]. It identifies rules from datasets and defines
classes. Predict criteria, persons, and objects’
class memberships. To identify network traffic in
an loT device, you must employ neural networks,
KNN, Naive Bayes, and SVM [63]. Classification

models can be used if a class or value category
has few outputs. Regression can be utilized when
the predicted output value is numeric. KNN can
identify viruses and networks in [oT systems [64].

Supervised learning techniques use tagged
data in IoT networks to solve location, security,
adaptive filtering, channel estimation, and spectrum
detection. This ML category uses regression and
classification. Using classification, supervised
learning predicts and models data sets. Regression
predicts numerical variables reflecting trends [65].
Decision trees, random forest, naive Bayes, and
SVM are classification algorithms. SVM utilizes
a kernel to distinguish between classes. SVM
models nonlinear decision boundaries. SVM
naturally reflects memory intensity; therefore,
choosing a kernel may be tricky. This complicates
the modelling of massive datasets. [oT users prefer
random forests to SVM [65]. Naive Bayes models
issues like spam detection and text categorization.
Random forest algorithms are naive, and all input
qualities are mutually free, making them better for
simulating real-world matters [66]. Random Forest
methods are readily developed and adaptable
to dataset size. These algorithms demand more
training time than Naive Bayes and SVM. It also
improves prediction accuracy and precision in less
time [66]. It’s then linked to a graph with leaves and

Machine
Learning (loT)

Classification Regression

Fig.7. Machine Learning and Its Classification
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branches to represent class and choice. A top-down
technique traverses the tree to rate an event until a
class-specific choice is made. Regression methods
include logistic regression and ANN [66]. These
are instance-based algorithms. These forecast fresh
observations based on training data. Such methods
are memory-intensive and perform poorly with
substantial data sets.

6.3 Unsupervised Learning

There is no necessity for data labelling, unlike
supervised learning. It examines the similarities
between unlabeled data to categorize them [67].
IoT systems, for example, might use multivariate
correlation analysis to identify DoS attacks.
They could also enforce IGMM with PHY-based
authentication with privacy protection [67].
While supervised learning focuses on document
categorization in the IoT system, unsupervised
learning ensures the grouping of documents in the
IoT system to increase security. This is in contrast to
unsupervised learning providing the set of records
in the IoT system.

6.3.1 Role of Unsupervised Learning in IoT
Security

Unsupervised learning trains algorithms with
unlabeled data. Describing a pattern helps notice a
way. [fso, incoming data helps the algorithmuncover
rules and patterns. Summarizing and combining
key points provides meaning and clarity [68]. No
output configuration. Unsupervised learning uses
association and grouping methods. Clustering
involves combining data sets and discovering
similarities. This uses K-mean and PCA (principal
component analysis). In unsupervised learning,
the environment provides input without a purpose.
Similarity searches may be done on untagged data.
Data may be categorized. Unsupervised learning
techniques handle unlabeled data heuristically.
Balance loads, group cells, and identify intrusions,
faults, and abnormalities. Clustering group data
based on similarities and contrasts in unsupervised
learning [68]. Unmonitored cluster development
means no established performance procedures.
Use the displayed data to assess the correctness
of the results. If there’s an incorrect or correct
answer, dataset groupings may be pre-labelled.
In this situation, classification methods are

preferred. Hierarchical and K-mean clustering are
prevalent [69]. K-means is a common technique for
categorizing data based on geometric distinctions.
Clusters must merge across centroids to become
uniformly spherical.

Before clustering, define the cluster size.
Clustering does not indicate competence and
efficiency. Non-global clusters can cause poor
clustering. Most IoT systems and applications
use unsupervised learning with limited external
environment knowledge. This resembles animal
learning. Zero-day attacks on loT networks are
unknown [69].

7. COMPARATIVELY ANALYSIS
ALGORITHMS USED FOR IDS

OF ML

Table 1 shows that researchers employed ML
algorithms and approaches to detect attacks and
anomalies with high accuracy. In investigations
[70-81], researchers utilized and compared different
ML algorithms. The Random Forest (RF) method
obtained the best results with 99.34 %, 99.5 %,
99.9%,99.59 %, and 99.9 % accuracy. DT and KNN
outperformed the other methods. However, KNN
takes longer to classify. In addition, combining RF
and DT improved attack detection accuracy. RF and
KNN obtained 99.9 % attack detection accuracy in
experiments.

The evaluated study indicated that Random
Forest ML provided the best attack and anomaly
detection. ML is suited for loT-specific challenges
and general cybersecurity applications. ML-based
systems balance IoT network risks depending
on their speed and adaptability. All ML research
is encouraged. ML’s importance as an emerging
technology is well-established.

8. 10T SECURITY LIMITATIONS OF THE
ML APPROACH

Figure 8 shows the number of linked IoT devices,
the worldwide loT market, and forecast predictions
through 2025. Since then, electrical and computer
engineers have paid much attention to IoT
development and security. Machine learning is
used to safeguard IoT networks, but it has limits.
Uncertainty, fluctuating speed, variety, and volume
characterize IoT traffic. Traditional machine-
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learning approaches are not scalable enough for IoT
data handling [9]. Major field modifications require
a precondition. Limitations of ML in IoT networks
include energy processing, and data analysis issues
as shown in Figure 9.

8.1. Energy Processing

ML algorithms have a sample, computational, and
memory complexity. Conventional ML algorithms
aren’t scalable for small tasks. Traditional ML
algorithms aren’t fit for resource-constrained
IoT. Intelligent IoT devices need real-time data
processing for applications. Traditional ML
approaches can’t handle real-time data streams
[82-83].

8.2. Data Analysis
Communication and sensor devices and network-
based information systems may generate wireless

data. IoT systems value data. To extract sensitive
data, do efficient analyses. IoT applications

Table 1. Summary of Literature Review

confront a severe issue in managing massive data.
IoT data creation is semantical, format-, and type-
diverse. Semantic and syntactic heterogeneity.
These heterogeneities complicate IoT big data
management [84].

9. CONCLUSION

The IoT can revolutionize the globe and solve global
challenges. Thanks to innovative loT services,
everyone on the network may access, connect, and
store information. While IoT improves our lives
through smart gadgets that link us to the virtual
world, security is a serious problem. This article
reviews Machine Learning-based IoT security
literature, encompassing loT and its architecture,
security risks, ML-based methods, and ML-based
security solutions. This study focuses on built-
in machine learning techniques for IoT security,
giving an overview of threats and their implications.
In addition, research has been done on machine
learning algorithms to identify potential roadblocks,
which may be helpful to future researchers as they

Dataset Feature Optimization Approach Classifier Accuracy Reference
UCI's ML Intrusion and attack detection for SVM, Random Forest 99 % [70]
repository IoT Botnet.

IoT-23 ML-based detecting anomalies in Random Forest 99.50 % [71]
IoT networks

BoT-IoT Improving IoT Security by ML Random Forest 99 % [72]

NSL-KDD, ML Based prediction of attacks on ~ Random Forest 99.4 % [73]

DS20S IoT networks.

CICIDS-2017, Detection of anomalous activities Random Forest 99.9 % [74]

Cyberattack

IoT Network Enhance IoT security through ML ~ KNN 99 % [75]

Intrusion Dataset ~ methods on the IoT network

UCI Detect Attacks in IoT devices Decision Tree 99.20 % [76]

UNSW-NBI15 ML-based detection of attacks and ~ Random Forest + 99 % [77]
anomalies in [oT KNN

KDDCUP99 Improve the security IDS KNN, Decision Tree ~ 99.9 % [78]

[0T-23 Anomaly Detections in IoT Random Forest 99.50 % [79]
Networks.

UNSW-NB 15 Attack Detection in IoT Networks =~ Random Forest 99.5 % [80]

Bot-IoT Detecting [oT attacks Random Forest 97.00 % [81]
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choose their ultimate goals.
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